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sional Patent Applications which are hereby incorporated
herein by reference in their entirety and made part of the
present U.S. Utility Patent Application for all purposes:

1. U.S. Provisional Application Ser. No. 61/596,549,
entitled “CONTAINERS AGNOSTIC COMPRESSION,”
filed Feb. 8, 2012.

2. U.S. Provisional Application Ser. No. 61/604,228,
entitled “ENCRYPTION/DECRYPTION DEVICE AND
METHODS FOR USE THEREWITH,” filed Feb. 28, 2012.

TECHNICAL FIELD OF THE INVENTION

The present invention relates to secure distribution and
protection of content such as media content.

DESCRIPTION OF RELATED ART

Currently the delivery of Encryption Video/Audio Com-
pressed content is managed with a variety of container for-
mats. Examples of such container formats are encrypted
Internet Protocol (IP) packets such as used in IP TV, Digital
Transmission Content Protection (DTCP), etc. Inthis case the
payload of IP packets contain several transport stream (TS)
packets and the entire payload of the IP packet is encrypted.
Other examples of container formats include encrypted TS
streams used in Satellite/Cable Broadcast, etc. In these cases
the payload of TS packets contain packetized elementary
stream (PES) packets. Again, the entire payload of the con-
tainer format, i.e. the TS packet, is encrypted. Further digital
video discs (DVDs) and Blu-Ray Discs (BDs) utilize PES
streams where the payload of each PES packet is encrypted.
Note that PES packets are large packets which encapsulate an
Elementary Stream (ES) which comprises small structures
such as slices, macro blocks, and motion vectors for video and
compressed pulse code modulation (PCM) samples for audio.

The processing of encrypted container streams must be
performed at various stages of video distribution. Certain
operations such as trick mode video operations are not able to
operate on encrypted content because the framing informa-
tion, such as the group of pictures (GOP) structure, is not
available in the encrypted state. This implies that in order to
perform trick mode operations such as fast forward, rewind,
etc., the encrypted content must be decrypted and must reside
in memory. This problem is particularly obstructive for DVD
and Blu-Ray discs where content has to be decrypted to
perform trick mode features. Certain operations such as stor-
age of content to a Hard Disk (as in a PVR system) are also
hampered because it is not possible to determine boundaries
associated within the encrypted content on the Hard Disk
without decrypting the content. This often involves extra
work to decrypt content, parse clear content and record index
files with pointers into the containers on disk. In addition,
other operations such as splicing of two streams are hampered
because it is not possible to determine boundaries associated
within the encrypted content. This requires that both streams
be decrypted in order to perform correct splicing.

The process of decrypting compressed content at the con-
tainer level is an expensive process which involves multiple
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transfers to/from memory which requires additional memory
buffers and consumes bandwidth. This introduces a security
risk because clear compressed content resides in memory for
a period of time. There are various attacks where hackers
attempt to read and export the compressed content, particu-
larly in low end software only solutions where third party
software operates in the same memory space that stores the
content to be protected. This process can require additional
H/W resources such as separate compression and encryption
blocks. These are typically implemented as completely sepa-
rate blocks which operate asynchronously requiring separate
data paths and control interfaces.

The process of decrypting compressed content also inserts
latency because it requires additional time and overhead to
manipulate the content between the various stages of com-
press/encrypt and decrypt/decode. This can force the system
to operate on large blocks of data (i.e. large containers) which
are generally not aligned to the native video/audio bound-
aries.

The limitations and disadvantages of conventional and tra-
ditional approaches will become apparent to one of ordinary
skill in the art through comparison of such systems with the
present invention.

BRIEF DESCRIPTION OF THE SEVERAL
VIEWS OF THE DRAWINGS

FIG. 1 presents a schematic block diagram representation
of a video processing device 125 in accordance with an
embodiment of the present invention.

FIG. 2 presents a schematic block diagram representation
of an elementary and encrypted elementary bit streams in
accordance with an embodiment of the present invention.

FIG. 3 presents a schematic block diagram representation
of an elementary and encrypted elementary bit streams in
accordance with an embodiment of the present invention.

FIG. 4 presents a schematic block diagram representation
of'an encryption processing device 124 in accordance with an
embodiment of the present invention.

FIGS. 5-7 present schematic block diagram representa-
tions of elementary and encrypted elementary bit streams in
accordance with an embodiment of the present invention.

FIGS. 8 and 9 present flowchart representations of encryp-
tion algorithms in accordance with an embodiment of the
present invention.

FIG. 10 presents a schematic block diagram representation
of a video processing device 125' in accordance with an
embodiment of the present invention.

FIG. 11 presents a block diagram representation of encap-
sulation of encrypted elementary bit streams 102 in accor-
dance with an embodiment of the present invention.

FIG. 12 presents a schematic block diagram representation
of a video processing device 125" in accordance with an
embodiment of the present invention.

FIGS. 13-15 present a block diagram representation of
encrypted container formats in accordance with an embodi-
ment of the present invention.

FIG. 16 presents a schematic block diagram representation
of a video processing device 125" in accordance with an
embodiment of the present invention.

FIG. 17 presents a schematic block diagram representation
of a video processing device 127 in accordance with an
embodiment of the present invention.

FIG. 18 presents a schematic block diagram representation
of a video processing device 225 in accordance with an
embodiment of the present invention.
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FIG. 19 presents a schematic block diagram representation
of'an decryption processing device 224 in accordance with an
embodiment of the present invention.

FIGS. 20-22 present schematic block diagram representa-
tions of elementary and encrypted elementary bit streams in
accordance with an embodiment of the present invention.

FIG. 23 presents a schematic block diagram representation
of a video processing device 225' in accordance with an
embodiment of the present invention.

FIG. 24 presents a schematic block diagram representation
of a video processing device 225" in accordance with an
embodiment of the present invention.

FIG. 25 presents a schematic block diagram representation
of a video processing device 225" in accordance with an
embodiment of the present invention.

FIG. 26 presents a schematic block diagram representation
of a video processing device 227 in accordance with an
embodiment of the present invention.

FIG. 27 presents a schematic block diagram representation
of a video processing device 227' in accordance with an
embodiment of the present invention.

FIG. 28 presents a schematic block diagram representation
of a video processing device 227" in accordance with an
embodiment of the present invention.

FIG. 29 presents a schematic block diagram representation
of a video processing device 229 in accordance with an
embodiment of the present invention.

FIG. 30 presents a flowchart representation of a method in
accordance with an embodiment of the present invention.

FIG. 31 presents a flowchart representation of a method in
accordance with an embodiment of the present invention.

FIG. 32 presents a flowchart representation of a method in
accordance with an embodiment of the present invention.

FIG. 33 presents a flowchart representation of a method in
accordance with an embodiment of the present invention.

FIG. 34 presents a flowchart representation of a method in
accordance with an embodiment of the present invention.

FIG. 35 presents a schematic block diagram representation
of'a video processing device in accordance with an embodi-
ment of the present invention.

FIG. 36 presents a schematic block diagram representation
of'a video processing device in accordance with an embodi-
ment of the present invention.

FIG. 37 presents a flowchart representation of a method in
accordance with an embodiment of the present invention.

FIG. 38 presents a flowchart representation of a method in
accordance with an embodiment of the present invention.

DETAILED DESCRIPTION OF THE INVENTION
INCLUDING THE PRESENTLY PREFERRED
EMBODIMENTS

FIG. 1 presents a schematic block diagram representation
of a video processing device 125 in accordance with an
embodiment of the present invention. In this embodiment,
instead of encrypting video data at the container level, the
encryption operation operates at the ES level. In particular,
video processing device 125 includes an interface device 120
that receives elementary bit streams 100 from an encoder that
includes compressed video and/or audio streams. A key stor-
age device 126 stores one or more encryption keys. In an
embodiment of the present invention, key storage device 126
is implemented via be a memory device that may be separate
from or included within memory module 122. Sucha memory
device can include a hard disk drive or other disk drive,
read-only memory, random access memory, volatile memory,
non-volatile memory, static memory, dynamic memory, flash
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memory, cache memory, and/or any device that stores digital
information. In an embodiment of the present invention, the
existing conditional access/digital rights management may be
used to perform a key exchange and rights management to
populate and/or share the keys from key storage device 126.
In particular, audio/video content can be encrypted at the ES
level using the same key or keys which would traditionally be
used at the (IP/TS/PES) container level, however different
keys can also be employed, particularly in embodiments dis-
cussed later in conjunction with transcryption.

The encryption processing device 124 retrieves the encryp-
tion key or keys from the key storage device 126 and directly
encrypts the elementary bit streams 100 into encrypted
elementary bit streams 102. In pertinent part, portions of the
audio and video elementary bit streams are encrypted and
other portions, such as header and control data are left unen-
crypted to facilitate the processing of the encrypted elemen-
tary bit streams 102, while still encrypted. For example, the
encryption processing device 124 can encrypt the elementary
streams 100 without encrypting framing data associated with
the compressed video signal. This allows some operations,
such as disc seek operations, trick play features, PVR func-
tions, etc., to be performed without decrypting the stream.

The encrypted elementary stream 102 is a container-agnos-
tic encryption format that allows the audio and video content
to be carried in any container (IP/TS/PES) without having to
perform encryption at the container level. In this fashion, the
encryption processing device 124 encrypts the elementary
streams 100 without encrypting formatting data associated
with container formats that may be employed to carry the
compressed video signal.

In an embodiment of the present invention, the encryption
processing device 124 can be implemented using a single
processing device or a plurality of processing devices. Such a
processing device may be a microprocessor, Co-processors, a
micro-controller, digital signal processor, microcomputer,
central processing unit, field programmable gate array, pro-
grammable logic device, state machine, logic circuitry, ana-
log circuitry, digital circuitry, and/or any device that manipu-
lates signals (analog and/or digital) based on operational
instructions that are stored in a memory, such as memory
module 122. Memory module 122 may be a single memory
device or a plurality of memory devices. Such a memory
device can include a hard disk drive or other disk drive,
read-only memory, random access memory, volatile memory,
non-volatile memory, static memory, dynamic memory, flash
memory, cache memory, and/or any device that stores digital
information. Note that when the processing module imple-
ments one or more of'its functions via a state machine, analog
circuitry, digital circuitry, and/or logic circuitry, the memory
storing the corresponding operational instructions may be
embedded within, or external to, the circuitry comprising the
state machine, analog circuitry, digital circuitry, and/or logic
circuitry. While a particular bus architecture is shown that
employs a single bus 130, alternative architectures using
direct connectivity between one or more modules and/or
additional buses can likewise be implemented in accordance
with the present invention.

The video processing device 125 can be implemented in
conjunction with a video encoder, transcoder or decoder that
produces the elementary bit streams 100. In this fashion, the
video processing device 125 can embed the encryption opera-
tions within an encoder, transcoder or decoder which operates
atthe ES level. Further details, including optional implemen-
tations and additional functions and features are described in
conjunction with FIGS. 2-17 that follow.
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FIG. 2 presents a schematic block diagram representation
of an elementary and encrypted elementary bit streams in
accordance with an embodiment of the present invention. In
particular, an elementary bit stream 110 is shown that carries
a compressed video bit stream 20 in the payload. As shown,
portions of the video bit stream 20 are separated by an initial
start code sequence 10 such as (0x00, 0x00, 0x01, 0xTT) or
other start code sequence and the next start code sequence 12.
The encrypted elementary bit stream 112 is formed from the
same start code sequences 10 and 12, but by encrypting the bit
stream 20 into encrypted bit stream 22.

The video bit stream 20 includes encoded information
pertaining to the Macro Blocks, Motion Vectors, Quantiza-
tion Matrices, etc., of the frames and fields of the video signal.
This portion is encrypted to protect the content of the video
signal, but leaves framing information un-encrypted. In this
fashion, the framing information for all layers of video dis-
tribution (i.e. all IP, TS, PES containers) would be left un-
encrypted and only portions of the lowest level Elementary
Stream (ES) would be encrypted. In this scenario the
encrypted Video content would be un-usable but all the struc-
tural information involving framing and timing would be
available so that the stream may be manipulated while in the
encrypted state.

There are several options as to which level or which portion
of the ES bit stream to encrypt. It may be sufficient to only
encrypt ES video sequences within I-frames as these are
critical for decoding of P and B frames and if the I-frame is
corrupted then the rest of the video frame will not decode
properly. This would reduce the performance requirements
because fewer bit sequences would have to be encrypted but
it would require parsing of the video to detect I-frames.
Another logical point to apply ES encryption for video would
be at the slice level only as this is a conveniently identifiable
sequence within the bit stream.

FIG. 3 presents a schematic block diagram representation
of an elementary and encrypted elementary bit streams in
accordance with an embodiment of the present invention. In
particular, an elementary bit stream 114 is shown that carries
a compressed audio bit stream 24 representing compressed
PCM samples in the payload. As shown, portions of the audio
bit stream 24 are separated by start fields such as header 25
and length 27. The encrypted elementary bit stream 116 is
formed from the same start fields but by encrypting the bit
stream 24 into encrypted bit stream 26.

For Audio, the encryption functions operate on the com-
pressed audio PCM samples but leave all framing information
un-encrypted. In this way the framing information for all
layers of audio distribution (i.e. all IP, TS, PES containers)
would be left un-encrypted and only portions of the lowest
level Elementary Stream (ES) would be encrypted. In this
scenario the encrypted Audio content would be un-usable but
all the structural information involving framing and timing
would be available so that the stream may be manipulated
while in the encrypted state.

FIG. 4 presents a schematic block diagram representation
of an encryption processing device 124 in accordance with an
embodiment of the present invention. In particular, the
encryption processing device 124 includes an elementary
stream parser 150 that identifies a first start code sequence and
a second start code sequence in the elementary bit streams
100 and further that identifies a group of bits 152 between the
first start code sequence and the second start code sequence,
wherein the second start code sequence, such as next start
code sequence 12, is the next start code sequence after a start
code sequence 10, in a temporal ordering of an elementary bit
stream. A bit stream segmenter 154 segments the group of bits
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152 into one or more blocks 156. The encryption module 158
encrypts blocks 156 into encrypted blocks 162, based on the
encryption key or keys 160. The output formatter 164 gener-
ates the encrypted elementary bit stream or streams 102 from
the encrypted blocks 162 by adding the headers, start code
sequences, or other formatting to the stream.

The operation of encryption processing device 124 can be
described in conjunction with the examples presented in
FIGS. 5-7.

FIGS. 5-7 present a schematic block diagram representa-
tions of elementary and encrypted elementary bit streams in
accordance with an embodiment of the present invention. In
particular, these examples are presented in conjunction with a
video elementary bit stream such as elementary bit stream
110. Such a video ES can present a challenge because the
payload portion that includes video bit stream 20 can consist
of'a series of bits of undeterminant length, bracketed only by
start code sequences such as (0x00,0x00,0x01,0xTT) where:
OxTT is an 8 bit start code value; the start code sequences
must always occur on 8 bit boundaries—which implies that bit
sequences+padding also occupy integral 8 bitboundaries; the
0x00,0x00,0x01,0xTT sequence may never appear within the
bit sequence.

The output of the elementary stream parser 150 is a group
of'bits 152 that falls between successive start code sequences.
This group of bits 152 is segmented by bit stream segmenter
154 into blocks 156. In the example presented in conjunction
with FIG. 5, the group of bits 152 is 128 bit aligned can be
segmented into a plurality of blocks 156 that are each 128 bits
long. The encryption module 158 operates on each of the
resulting blocks 156 via a base encryption algorithm, labeled
“Encrypt-1”, such as an Advanced Encryption Standard
(AES) encryption algorithm and more particularly, an elec-
tronic code book (ECB) as set forth in Federal Information
Processing Standard (FIPS) 197-2001 or via another encryp-
tion algorithm.

In the case presented in conjunction with FIG. 6, the group
of bits 152 is not 128 bit aligned but is longer than 128 bits.
The bit stream segmenter 154 generates a plurality of blocks
156 that includes one or more standard blocks of standard
length and a remainder block that is less than the standard
length. In particular, the blocks 156 include several blocks of
length 128 and a remainder block 156 that is less than 128 bits
long. The encryption module 158 operates in a first encryp-
tion mode for the standard block and in a second encryption
mode for the remainder block with the residual bits. In par-
ticular, the encryption module 158 encrypts the 128 bit blocks
via the base encryption algorithm, and employs a second
algorithm, labeled, “Encrypt-2” for the remainder block.

In the example presented in conjunction with FIG. 7, the
group of bits 152 has fewer bits than the standard block size,
i.e. a 128 bit block and is encrypted using algorithm Encrypt-
2.

In each of the examples presented above, the group of bits
152 are encrypted without altering the start code sequence(s)
which are left un-encrypted, but also encrypted in order to
enforce the constraint that a start code sequence may not
occur within the encrypted bit stream. This avoids inserting a
false start code sequences that would be detected as a coding
error when the elementary stream is processed, such as during
decryption.

It should be noted that the above examples present one
possible segmentation procedure for the group of bits 152.
Other segmentations including the use of other block sizes
could be employed. In addition, additional bit padding can be
employed in bit stream segmenter 154 to force uniform block
sizes in other implementations. Further details of an optional
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implementation of two encryption algorithms is presented in
conjunction with FIGS. 8-9 that follow.

FIGS. 8 and 9 present flowchart representations of encryp-
tion algorithms in accordance with an embodiment of the
present invention. In particular, an example of the Encrypt-1
algorithm is presented in FIG. 8. The encryption module 158
performs a test on the encrypted blocks 162 for an occurrence
of a false start sequence, and iteratively encrypts the block
156 again using the same encryption keys 160, re-encrypting
the encrypted blocks 162 iteratively until the encrypted
blocks do not contain the false start sequence.

In step 40, the blocks 156 are encrypted via an encryption
algorithm such as AES-ECB into encrypted blocks 162. In
decision block 42, the Encrypt-1 algorithm tests the
encrypted blocks 162 to detect the presence of a start code
sequence or partial start code sequence. The test involves
checking if the 0x00,0x00,0x01 sequence is detected any-
where in the 128 bit block or if the last bytes of the block form
a 0x00,0x00,0x01 or 0x00,0x00 or a 0x00 sequence (i.e. if the
last bits could be part of a start code sequence which spans
128 bit boundaries). If the start sequence is not detected, the
algorithm proceeds to step 44 where the encrypted blocks 162
are accepted. If the sequence is detected then the encryption
in step 40 is repeated (up to n times) until the sequence is not
detected. In the simplest case the AES-ECB Encryption is
performed only once.

In accordance with the example presented above, the prob-
ability that the encrypted blocks 162 are not accepted after n
iterations can be found based on the following. There are 13
possible positions of the 0x00,0x00,0x01,0xTT start code
sequence in the encrypted 128 bit block as set forth below:

08 0x00,0x00,0x01,0x TT,0xXX,0xXX,0xXX,0x XX,

0xXX,0xXX,0xXX,0xXX, 0xXX,0xXX,0xXX,0xXX

) 0xXX,0x00,0x00,0x01,0xTT,0xXX,0xXX,0x XX,

0xXX,0xXX,0xXX,0xXX, 0xXX,0xXX,0xXX,0xXX

3) 0xXX,0xXX,0x00,0x00,0x01,0xTT,0xXX,0x XX,

0xXX,0xXX,0xXX,0xXX, 0xXX,0xXX,0xXX,0xXX

4 0xXX,0xXX,0xXX,0x00,0x00,0x01,0x TT,0x XX,

0xXX,0xXX,0xXX,0xXX, 0xXX,0xXX,0xXX,0xXX
®) 0xXX,0xXX,0xXX,0xXX,0x00,0x00,0x01,0x TT,
0xXX,0xXX,0xXX,0xXX, 0xXX,0xXX,0xXX,0xXX

6)  0xXX,0xXX,0xXX,0xXX,0xXX,0x00,0x00,0x01,

0xTT,0xXX,0xXX,0xXX, 0xXX,0xXX,0xXX,0xXX

(7 0xXX,0xXX,0xXX,0xXX,0xXX,0xXX,0x00,0x00,

0x01,0xTT,0xXX,0x XX, 0xXX,0xXX,0xXX,0xXX

(8) 0xXX,0xXX,0xXX,0xXX,0xXX,0xXX,0xXX,0x00,

0x00,0x01,0xTT,0xXX,

(9) 0xXX,0xXX,0xXX,0xXX,0xXX,0xXX,0x XX, 0x XX,

0x00,0x00,0x01,0xTT, 0xXX,0xXX,0xXX,0xXX

(10) 0xXX,0xXX,0xXX,0xXX,0xXX,0xXX,0x XX,

0xXX,0xXX,0x00,0x00, 0x01,0xTT,0xXX,0xXX,
0xXX

(1D 0xXX,0xXX,0xXX,0xXX,0xXX,0xXX,0x XX,

0xXX,0xXX,0xXX,0x00,0x00 0x01,0xTT,0xXX,
0xXX

(12) 0xXX,0xXX,0xXX,0xXX,0xXX,0xXX,0x XX,

0xXX,0xXX,0xXX, 0xXX,0x00,0x00,0x01,0xTT,
0xXX

(13) 0xXX,0xXX,0xXX,0xXX,0xXX,0xXX,0x XX,

0xXX,0xXX,0xXX,0xXX,  0xXX,0x00,0x00,0x01,
OxTT

Of the 13 possible cases, the probability that one of these

cases occurs is

P1=P2=...P13=2'%4/2128-1/(22%
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In addition, there are 3 additional cases, labeled (14)-(16)
below, where the start code sequence may span the 128 bit
block boundary into the next 128 bit block:

(14) 0xXX,0xXX,0xX X, 0xX X, 0x X X, 0x XX, 0x XX,
0xXX,0xXX,0xXX,0xXX, 0xXX,0xXX,0x00,0x00,
0x01

(15) 0xXX,0xXX,0xX X, 0xX X, 06X X, 0x XX, 0x XX,

0xXX,0xXX,0xXX,0xXX, 0xXX,0xXX,0xXX,0x00,
0x00

(16) 0xXX,0xXX,0xXX,0xXX,0x XX, 0x XX, 0x XX,
0xXX,0xXX,0xXX,0xXX, 0xXX,0xXX,0xXX,0xXX,
0x00

The probabilities associated with these cases are

P14=21042128-1/(22%)
P15=2"12/2128=1/(21)

P16=2120/2128=1/(28)

The probability that a complete or partial start code
sequence results from an AES operation after each iteration is
less than:

Preject1 = PL+ P2 +...+ P13+ P14+ P15+ P16

=141/ +1/21%+1/2%)
= 0.00392234325408935546875

Ifthe test detects a Start Code sequence then the encryption
is repeated up to n times, the probability that the start code
sequence is detected after all n encryption iterations is

Prejecm:(Prejectl)n

The probability of this form of error can be made arbitrarily
small based on the choice of n. Choosing, for example, n=16,

P,

rejecm

=3.1385536375458315846065254145104e-39

This is a negligibly small probability which would result in an
acceptable error rate. For example, considering a 20 Mbps ES
encrypted video steam using this method, the probability of
an incorrect start code sequence occurring in the encrypted
ES stream equates to

=5.1422062797550904682193312391338 e — 34 Errors per Second

=61,623,525,175,925,398,906,357,975 Years per Error

If the test is bounded to 16 iterations, it is guaranteed to
complete in a bounded time. In the decryption operation, a
similar test is performed with the knowledge that a complete
or partial start code sequence must never occur in the un-
encrypted ES stream. The decryption is repeated up to n times
and if a start code sequence is detected then the decryption is
repeated until no start code sequence is detected. This oper-
ates to reverse the iterative encryption process. For example,
if the encryption process takes i iterations to find an accept-
able set of encrypted blocks 162, the decryption algorithm
will likewise need to perform i decryption iterations to return
to the original unencrypted data.

An example of the Encrypt-2 algorithm is presented in
FIG. 9. In step 46, the Encrypt-2 algorithm uses no encryption
but just copies the small block (i.e. small residual blocks are
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copied). It should be noted that other embodiments, other
encryption or scrambling could be employed on remainder/
residual blocks.

While the examples of FIGS. 5-9 have focused on elemen-
tary video streams, similar methodologies can be employed
for audio ES encryption. In particular, the bit stream payload
24 of elementary bit stream 114 can be segmented into 128-
bit blocks and classified into three cases similar to video ES
encryption described above, one encryptional mode can be
employed for encrypting complete 128 bit blocks and another
encryption mode can be employed for encrypting smaller
blocks or remainder/residual blocks of less than 128 bits. The
encryption algorithms used in these two modes can be the
same algorithms employed with encrypting video elementary
streams or different algorithms.

It should be noted for both audio and video, the AES-ECB
algorithm can be used rather than the typical AES-CBC and
the small block processing is simplified compared to the
typical Cipher Block Stealing used in many standards. This is
done intentionally to preserve a property of Video and Audio
encoding where great effort has been involved to support
error concealment i.e. simple coding errors are often unde-
tectable in video and audio decode. If an AES-CBC style
algorithm were used then single bit errors would propagate
and affect large portions of the video and audio which is
undesirable. The simple small block processing similarly is
intentionally not chained to prior blocks as would be the case
in cipher text stealing algorithms. In some cases however, a
higher level of security may be desirable. In these cases a two
stage encryption (as follows) is recommended.

For ES Encryption, one technique to increase security is to
use two stages of AES-128 in series with different keys in
place of the Encrypt-1 and Decrypt-1 algorithms described
above. In this way the cryptographic strength may be
increased to 256 without increasing the width of the data
operated on (i.e. the data is still 128 bits) to preserve the error
concealment property. Note that two keys used for the two
stages of AES encryption and decryption should be different
values to maximize security but they could be the same value.
In the same key value case the security level of the algorithm
would be increased but backwards compatibility to existing
CA and DRM systems which deliver 128 bit keys can be
preserved. Alternate approaches using some other symmetri-
cal cipher (like DES, 3DES, etc. . . . ) or other symmetric
algorithm could also be employed to increase the level of
security.

FIG. 10 presents a schematic block diagram representation
of a video processing device 125' in accordance with an
embodiment of the present invention. In particular, a further
embodiment of video processing device 125 is presented that
includes several common functions and features that are
referred to by common reference numerals. In this embodi-
ment, the interface device 120" includes an interface module
that encapsulates the encrypted elementary bit streams 102 in
a container format such as PES, TS and/or IP for storage or
transport. The operation of an example interface module is
presented in conjunction with FIG. 11 that follows.

FIG. 11 presents a block diagram representation of encap-
sulation of encrypted elementary bit streams 102 in accor-
dance with an embodiment of the present invention. As
shown, the encrypted elementary bit streams can be encapsu-
lated into the PES payload of packetized elementary stream
104 by adding a start code prefix, stream identifier (ID) length
field, as well as optional stuffing bits, PES headers, error
detection or correction codes and other control data.

As shown, the PES 104 can be optionally encapsulated
further into the TS payload of transport stream 106 by adding
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a sync byte such as 0x47, a transport error indicator (TEI), a
payload unit start indicator (PUSI), a transport priority (TP),
a packet identifier (PID), a scrambling control field (SC), an
adaptation field exist (AF), a continuity counter (CC), an
adaptation field, and/or other header error detection or cor-
rection codes and/or other control data. In addition, the TS
106 can optionally be encapsulated further into the IP payload
of IP packets 108 by adding an IP header and cyclic redun-
dancy check (CRC) fields.

As previously discussed, in contrast to prior art systems
that encrypt the entire IP payload, TS payload or PES pay-
load, the encrypted elementary bit stream 102 is directly
encrypted. The framing information for all layers of audio/
video distribution (i.e. all IP, TS, PES containers) can be left
un-encrypted and only portions of the lowest level ES 100 are
encrypted. Although ES encryption is used, the higher level
containers will generally still be used (i.e. IP, TS, PES). In this
case it can be useful to signal that the container carries ES
encryption streams. Currently the TS and PES allocate 2 bits
to signal the scrambling state i.e. 00=un-encrypted, 10=even
encryption, 01=odd encryption and 11=invalid. The invalid
state of 11 can be used to signal that the (TS/PES) container
carries ES encrypted content. In this way a decoder could
recognize that the A/V bit stream has been ES encrypted. It
can also be useful to allocate unused bits in the TS and PES
headers to signal the polarity for the encryption in cases
where key cycling is desired. Unused bits in the TS container
such as the Transport Priority bit or unused bits in the adap-
tation field may be used for TS. Unused bits in the PES
container such as the PES priority bit in the PES header may
be used. A single bit could be used to indicate the even or odd
cycle of encryption. In this way existing CA and DRM sys-
tems can be used to manage rights and keys but the containers
would carry ES encryption bit streams.

FIG. 12 presents a schematic block diagram representation
of a video processing device 125" in accordance with an
embodiment of the present invention. In particular, a further
embodiment of video processing device 125 is presented that
includes several common functions and features that are
referred to by common reference numerals. In this embodi-
ment, the interface device 120" includes an interface module
that receives a compressed video signal in an encrypted con-
tainer format such as PES, TS or IP or other container format.
The interface module of interface device 120" de-encapsu-
lates and decrypts the compressed video signal to produce the
elementary bit stream 100 to be processed as previously
described. In this fashion, processing device 125" can receive
video signals produced by legacy devices that operate with
conventional encrypted container formats.

It should be noted that video processing devices 125" oper-
ates to transcrypt an encrypted container format to an
encrypted elementary bit stream. For example, such a tran-
scrypt device can receive encrypted content in one of the
standard container formats (IP/TS/PES) which is protected
by a conditional access (CA) or digital rights management
(DRM). It can decrypt the protected content in its original
container format then re-encrypt the content in encrypted ES
format. The ES encrypted content may then be stored locally
to a hard drive, used in a trick mode operation or transmitted
to devices capable of decrypting the ES encrypted content. As
will be discussed in conjunction with FIG. 24, the converse is
also possible. ES encrypted content may be decrypted and
then re-encrypted into encrypted IP/TS/PES containers. As
will be discussed in conjunction with FIG. 27, another option
is to transcrypt ES encrypted content into ES encrypted con-
tent using a different or same key (perhaps operating on the
ES content).



US 9,066,117 B2

11

FIGS. 13-15 present a block diagram representation of
encrypted container formats in accordance with an embodi-
ment of the present invention. In particular, FIG. 13 presents
a packetized elementary stream with encrypted payload 142,
FIG. 14 presents a transport stream with encrypted payload
140, and FIG. 15 presents IP packets with encrypted payload
144. In operation, the interface module 120" extracts the
encrypted payload from the container format and decrypts the
encrypted payload. When multiple container formats are
employed, multiple steps of de-encapsulation are required to
extract the elementary bit stream 100.

FIG. 16 presents a schematic block diagram representation
of a video processing device 125" in accordance with an
embodiment of the present invention. In particular, a further
embodiment of video processing device 125 is presented that
includes several common functions and features that are
referred to by common reference numerals. In this embodi-
ment, the interface device 120" includes a first interface
module as described in conjunction with FIG. 12 thatreceives
a compressed video signal in an encrypted container format
such as PES, TS or IP or other container format. This interface
module of interface device 120" de-encapsulates and
decrypts the compressed video signal to produce the elemen-
tary bit stream 100 to be processed as previously described. In
this fashion, processing device 125" can receive video signals
produced by legacy devices that operate with conventional
encrypted container formats.

In this embodiment, the interface device 120" further
includes a second interface module as described in conjunc-
tion with FIG. 10 that encapsulates or re-encapsulates the
encrypted elementary bit streams 102 in a container format
suchas PES, TS and/or IP for storage or transport. It should be
noted that the input and output container formats may be the
same format or different format, depending on the implemen-
tation.

FIG. 17 presents a schematic block diagram representation
of a video processing device 127 in accordance with an
embodiment of the present invention. In particular, a further
embodiment of video processing device 125 is presented that
includes several common functions and features that are
referred to by common reference numerals. In addition, the
video processing device 127 includes an encoder/transcoder
128 for further encoding or transcoding the video signal 98
from an uncompressed audio/video format to produce
elementary bit streams 100 in a compressed audio/video for-
mat or from one compressed audio/video format to produce
elementary bit streams 100 in another compressed audio/
video format.

In an embodiment of the present invention, the video pro-
cessing device 127 embeds the encryption operation within
the encoder, transcoder or decoder that operates at the ES
level. The video processing device produces a container-
agnostic encryption format in that the A/V content is
encrypted at the ES level and may be carried in any container
(IP/TS/PES) without having to perform encryption at the
container level. For example, the video processing device 127
can receive a video signal 98 in the form of clear un-com-
pressed content formatter as YUV/PCM. The encoder/
transcoder 128 receives the un-compressed content, com-
presses the content into elementary bit streams 100 in
selected compressed audio and video formats, and then auto-
matically encrypts these ES into an encrypted elementary bits
streams 102. Further, as part of this single atomic operation,
the video processing device 127 can write the encrypted
elementary bits streams 102 to memory module 122 to protect
the integrity of the content while stored.
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FIG. 18 presents a schematic block diagram representation
of a video processing device 225 in accordance with an
embodiment of the present invention. In particular, video
processing device 225 operates similarly, but in a reciprocal
fashion to video processing device 125. Video processing
device 225 includes a key storage device 226, similar to key
storage device 126, for storing at least one decryption key.
Decryption processing device 224 retrieves the at least one
decryption key from the key storage device and decrypts the
at least one encrypted elementary bit stream into at least one
elementary bit stream 200. In particular, first portions of the at
least one encrypted elementary bit stream are encrypted and
second portions of the at least one encrypted elementary bit
stream are unencrypted. It should be noted, that without cor-
ruption or loss in coding, transcoding or transport, elementary
bit streams 200 should be equivalent to the elementary bit
streams 100.

In an embodiment of the present invention, the decryption
processing device 224 can be implemented using a single
processing device or a plurality of processing devices. Such a
processing device may be a microprocessor, Co-processors, a
micro-controller, digital signal processor, microcomputer,
central processing unit, field programmable gate array, pro-
grammable logic device, state machine, logic circuitry, ana-
log circuitry, digital circuitry, and/or any device that manipu-
lates signals (analog and/or digital) based on operational
instructions that are stored in a memory, such as memory
module 222. Memory module 222 may be a single memory
device or a plurality of memory devices. Such a memory
device can include a hard disk drive or other disk drive,
read-only memory, random access memory, volatile memory,
non-volatile memory, static memory, dynamic memory, flash
memory, cache memory, and/or any device that stores digital
information. Note that when the processing module imple-
ments one or more of'its functions via a state machine, analog
circuitry, digital circuitry, and/or logic circuitry, the memory
storing the corresponding operational instructions may be
embedded within, or external to, the circuitry comprising the
state machine, analog circuitry, digital circuitry, and/or logic
circuitry. While a particular bus architecture is shown that
employs a single bus 230, alternative architectures using
direct connectivity between one or more modules and/or
additional buses can likewise be implemented in accordance
with the present invention.

The video processing device 225 can be implemented in
conjunction with a video decoder or transcoder that produces
the elementary bit streams 200. In this fashion, the video
processing device 225 can embed the decryption operations
within a decoder, transcoder or encoder which operates at the
ES level. Further details, including optional implementations
and additional functions and features are described in con-
junction with FIGS. 19-34 that follow.

FIG. 19 presents a schematic block diagram representation
of'a decryption processing device 224 in accordance with an
embodiment of the present invention. In particular, the
decryption processing device 224 includes an elementary
stream parser 250 that identifies a first start code sequence and
a second start code sequence in the encrypted elementary bit
streams 102 and further that identifies a group of bits 252
between the first start code sequence and the second start code
sequence, wherein the second start code sequence, is the next
start code sequence after the first start code sequence, in a
temporal ordering of the encrypted elementary bit stream. A
bit stream segmenter 254 segments the group of bits 252 into
one or more blocks 256. The decryption module 258 encrypts
blocks 256 into decrypted blocks 262, based on the decryp-
tion key or keys 260. The output formatter 264 generates the
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elementary bit stream or streams 100 from the decrypted
blocks 262 by adding the headers, start code sequences, or
other formatting to the stream.

The operation of encryption processing device 124 can be
described in conjunction with the examples presented in
FIGS. 20-22.

FIGS. 20-22 present schematic block diagram representa-
tions of elementary and encrypted elementary bit streams in
accordance with an embodiment of the present invention. In
particular, these examples are presented in conjunction with a
video elementary bit stream such as elementary bit stream
110. As previously discussed the payload portion can consist
of'a series of bits of undeterminant length, bracketed only by
start code sequences such as (0x00,0x00,0x01,0xTT) where:
OxTT is an 8 bit start code value; the start code sequences
must always occur on 8 bit boundaries—which implies that bit
sequences+padding also occupy integral 8 bit boundaries;
and the 0x00,0x00,0x01,0xTT sequence may not otherwise
appear, 8-bit aligned within the bit sequence.

The output of the elementary stream parser 250 is a group
of'bits 252 that falls between successive start code sequences.
This group of bits 252 is segmented by bit stream segmenter
254 into blocks 256. In the example presented in conjunction
with FIG. 20, the group of bits 252 is 128 bit aligned and can
be segmented into a plurality of blocks 256 that are each 128
bits long. The decryption module 158 operates on each of the
resulting blocks 156 via a base decryption algorithm, labeled
“decrypt-1”, that performs the reciprocal operation to the
base encryption algorithm used to encrypt this block. Accord-
ingly, the decryption can employ an Advanced Encryption
Standard (AES) decryption algorithm and more particularly
an electronic code book (ECB) as set forth in Federal Infor-
mation Processing Standard (FIPS) 197-2001.

In the case presented in conjunction with FIG. 21, the
group of bits 252 is not 128 bit aligned but is longer than 128
bits. The bit stream segmenter 254 generates a plurality of
blocks 256 that includes one or more standard blocks of
standard length and a remainder block that is not equal to the
standard length. In particular, the blocks 256 include several
blocks of length 128 and a remainder block 256 that is less
than 128 bits long. The decryption module 258 operates in a
first encryption mode for the standard block and in a second
encryption mode for the remainder block with the residual
bits. In particular, the decryption module 258 decrypts the
128 bit blocks via the base decryption algorithm, and employs
a second algorithm, labeled, “decrypt-2” for the remainder
block. As discussed in conjunction with FI1G. 9, the encrypt-2
algorithms can be a simple pass through that leaves the
residual/remainder block unencrypted. In this case, the
decrypt-2 algorithm can also be a simple pass through that
copies the encrypted bits in the residual block.

In the example presented in conjunction with FIG. 22 the
group of bits 252 has fewer bits than the standard block size,
i.e. a 128 bit block and is encrypted using algorithm decrypt-
2. It should be noted that the above examples present one
possible segmentation procedure for the group of bits 252.
Other segmentations including the use of other block sizes
could be employed—depending on the operation of bit
stream segmenter 154.

FIG. 23 presents a schematic block diagram representation
of a video processing device 225' in accordance with an
embodiment of the present invention. In particular, a further
embodiment of video processing device 225 is presented that
includes several common functions and features that are
referred to by common reference numerals. In this embodi-
ment, the interface device 220" includes an interface module
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that de-encapsulates the encrypted elementary bit streams
102 from a container format such as PES, TS and/or IP.

FIG. 24 presents a schematic block diagram representation
of a video processing device 225" in accordance with an
embodiment of the present invention. In particular, a further
embodiment of video processing device 225 is presented that
includes several common functions and features that are
referred to by common reference numerals. In this embodi-
ment, the interface device 220" includes an interface module
that generates a compressed video signal in an encrypted
container format such as PES, TS or IP or other container
format. The interface module of interface device 120"
encrypts and encapsulates the elementary bit stream 200 after
decryption for storage or transport. In this fashion, processing
device 225" can produce video signals compatible with
legacy devices that operate with conventional encrypted con-
tainer formats.

FIG. 25 presents a schematic block diagram representation
of a video processing device 225" in accordance with an
embodiment of the present invention. In particular, a further
embodiment of video processing device 225 is presented that
includes several common functions and features that are
referred to by common reference numerals. In this embodi-
ment, the interface device 120™ includes a first interface
module as described in conjunction with FIG. 23 thatreceives
encrypted elementary streams 102 in a container format such
as PES, TS or IP or other container format. This interface
module of interface device 120" de-encapsulates the com-
pressed video signal for decryptionto produce the elementary
bit stream 200.

In this embodiment, the interface device 120" further
includes a second interface module as described in conjunc-
tion with FIG. 10 that encapsulates or re-encapsulates and
encrypts the elementary bit streams 200 in an encrypted con-
tainer format such as PES, TS and/or IP for storage or trans-
port. It should be noted that the input and output container
formats may be the same format or diftferent format, depend-
ing on the implementation.

It should be noted that video processing devices 125™ and
225" operate to transcrypt an encrypted container format to
and from an encrypted elementary bit stream. For example,
such a transcript device can receive encrypted content in one
of the standard container formats (IP/TS/PES) which is pro-
tected by a conditional access (CA) or digital rights manage-
ment (DRM). It will decrypt the protected content in its
original container format then re-encrypt the content in ES
format. The ES encrypted content may then be stored locally
to a Hard Drive, used in a Trick Mode operation or transmitted
to devices capable of decrypting the ES encrypted content.
The converse is also possible i.e. ES encrypted content may
be decrypted then re-encrypted into IP/TS/PES containers.
Another option is to transcript ES encrypted content into ES
encrypted content using a different or same key (perhaps
operating on the ES content).

FIG. 26 presents a schematic block diagram representation
of a video processing device 227 in accordance with an
embodiment of the present invention. In particular, a further
embodiment of video processing device 225 is presented that
includes several common functions and features that are
referred to by common reference numerals. In addition, the
video processing device 227 includes a decoder 228 for
decoding the elementary bit streams 200 into an uncom-
pressed video signal 96.

In an embodiment of the present invention, the video pro-
cessing device 227 embeds the decryption operation within
the decoder that operates at the ES level. For example, the
video processing device 227 receives an encrypted elemen-
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tary bit stream that is decrypted and decoded in a single
atomic operation to produce an uncompressed video signal 96
in the form of clear un-compressed content formatted as
YUV/PCM.

FIG. 27 presents a schematic block diagram representation
of a video processing device 227' in accordance with an
embodiment of the present invention. In particular, a further
embodiment of video processing device 225 is presented that
includes several common functions and features that are
referred to by common reference numerals. In addition, the
video processing device 227" includes an encryption process-
ing device 124 that retrieves at least one encryption key from
the key storage device 226, and that directly encrypts the at
least one elementary bit stream into a transcrypted elemen-
tary bit stream. In this fashion, a transcrypted elementary bit
stream 204 can be produced from an encrypted elementary bit
stream that is in the same elementary stream format, but is
encrypted in a different encryption format or simply with a
different encryption key.

FIG. 28 presents a schematic block diagram representation
of a video processing device 227" in accordance with an
embodiment of the present invention. In particular, a further
embodiment of video processing device 227 is presented that
includes several common functions and features that are
referred to by common reference numerals. In addition, the
video processing device 227" includes a transcoder 232 for
transcoding the elementary bit streams 200 into a transcoded
elementary bit stream 202 in a differing audio and/or video
compression format. In operation, the encrypted elementary
bit stream is decrypted by decryption processing device 224
into elementary bit stream 200. Transcoder 232 partially or
fully decodes the elementary bit streams 200 to create a
transcoded elementary bit stream. Encryption processing
device 124 produces a transcoded encrypted elementary bit
streams 202 from the transcoded elementary bit stream. It
should be noted that the transcoded encrypted elementary bit
streams 202 can be encrypted with the same key and encryp-
tion methodology as the encrypted elementary bit streams
102 or optionally, can be transcrypted to a new encryption
methodology or using one or more new encryption keys.

In an embodiment of the present invention, the video pro-
cessing device 227" embeds the encryption and decryption
operations within the transcoder that operates at the ES level.
For example, the video processing device 227" receives an
encrypted elementary bit stream that is decrypted, transcoded
and re-encrypted in a single atomic operation.

FIG. 29 presents a schematic block diagram representation
of a video processing device 229 in accordance with an
embodiment of the present invention. In particular, video
processing device 229 includes video splicer 234 that
receives a plurality of encrypted elementary bit streams (102,
103, . . . ) that contain a corresponding plurality of video
programs. The video splicer 234 splices the plurality of
encrypted elementary bit streams (102, 103, . .. ) into a single
combined encrypted elementary bit stream 206 containing a
combined video program that is a concatenation of the cor-
responding plurality of video programs.

Due to the ability to view all framing information, the video
splicer 234 can generate a combined ES encrypted stream
without having to decrypt either of the input ES encrypted
streams. Note that decryption and re-encryption may, never
the less, be employed via optional inclusion of encryption
processing device 124 and decryption processing device 224
to transcrypt one or the encrypted elementary bit streams
(102,103, ... ) to match the encryption employed by other bit
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stream or streams or to transcrypt the combined encrypted
elementary bit stream 206 with either the same or a different
key.

FIG. 30 presents a flowchart representation of a method in
accordance with an embodiment of the present invention. In
particular, a method is presented for use in conjunction with
one or more functions and features described in conjunction
with FIGS. 1-29. In step 400, at least one encryption key is
retrieved from a key storage device. In step 402, the at least
one elementary bit stream is directly encrypted into at least
one encrypted elementary bit stream.

In an embodiment of the present invention, step 402 oper-
ates without encrypting formatting data associated with at
least one container format associated with the compressed
video signal and without encrypting framing data associated
with the compressed video signal. Step 402 can include pars-
ing the at least one elementary bit stream parser to identifies
afirst start code sequence and a second start code sequence in
the at least one elementary bit stream and further to identifies
a group of bits between the first start code sequence and the
second start code sequence, wherein the second start code
sequence is the next start code sequence after the first start
code sequence in a temporal ordering of the at least one
elementary bit stream. The group of bits can be segmented
into at least one block and the at least one block can be
encrypted into at least one encrypted block based on the at
least one encryption key. The at least one encrypted elemen-
tary bit stream can be generated from the at least one
encrypted block.

Step 402 can also include testing the at least one encrypted
block for an occurrence of a false start sequence. When the at
least one encrypted block includes the false start sequence,
iteratively encrypting the at least one block until the at least
one encrypted block does not contain the false start sequence.
The at least one block can includes at least one standard block
of standard length and a remainder block that is not equal to
the standard length. In this case, step 402 can include oper-
ating in a first encryption mode for the at least one standard
block and a second encryption mode for the remainder block.

FIG. 31 presents a flowchart representation of a method in
accordance with an embodiment of the present invention. In
particular, a method is presented for use in conjunction with
one or more functions and features described in conjunction
with FIGS. 1-30 wherein the at least one elementary bit
stream includes a plurality of elementary bit streams contain-
ing a corresponding plurality of video programs, and the at
least one encrypted elementary bit stream includes a plurality
of encrypted elementary bit streams containing the corre-
sponding plurality of video programs. In step 410, the plural-
ity of encrypted elementary bit streams are spliced into a
single combined encrypted elementary bit stream containing
a combined video programs that is a concatenation of the
corresponding plurality of video programs.

FIG. 32 presents a flowchart representation of a method in
accordance with an embodiment of the present invention. In
particular, a method is presented for use in conjunction with
one or more functions and features described in conjunction
with FIGS. 1-31. In step 420, at least one decryption key is
retrieved from a key storage device. In step 422, at least one
encrypted elementary bit stream is decrypted into at least one
elementary bit stream, wherein first portions of the at least
one encrypted elementary bit stream are encrypted and sec-
ond portions of the at least one encrypted elementary bit
stream are unencrypted.

In an embodiment of the present invention, step 422
includes: identifying a first start code sequence and a second
start code sequence in the at least one encrypted elementary
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bit stream and further that identifying a group of bits between
the first start code sequence and the second start code
sequence, wherein the second start code sequence is the next
start code sequence after the first start code sequence in a
temporal ordering of the at least one encrypted elementary bit
stream; segmenting the group of bits into at least one block;
decrypting the at least one block into at least one decrypted
block based on the atleast one decryptionkey; and generating
the at least one elementary bit stream from the at least one
decrypted block.

The at least one block can includes at least one standard
block of standard length and a remainder block that is not
equal to the standard length and wherein decrypting the at
least one block operates in a first decryption mode for the at
least one standard block and a second decryption mode for the
remainder block.

Step 422 can also include testing the at least one decrypted
block for an occurrence of a false start sequence. When the at
least one decrypted block includes the false start sequence,
iteratively decrypting the at least one block until the at least
one decrypted block does not contain the false start sequence.

FIG. 33 presents a flowchart representation of a method in
accordance with an embodiment of the present invention. In
particular, a method is presented for use in conjunction with
one or more functions and features described in conjunction
with FIGS. 1-32. In step 430, the at least one encrypted
elementary bit stream is de-encapsulated from a container
format.

FIG. 34 presents a flowchart representation of a method in
accordance with an embodiment of the present invention. In
particular, a method is presented for use in conjunction with
one or more functions and features described in conjunction
with FIGS. 1-33. In step 440, the at least one elementary bit
stream is encapsulated and encrypted into an encrypted con-
tainer format.

There are many possible applications of the embodiment
described in conjunction with FIGS. 1-32. Raw YUV and
PCM samples can be encoded using various A/V codec(s) and
the ES is encrypted as part of the encode pipeline for distri-
bution, transport, storage or other processing. The A/V
encrypted and encoded ES can be decrypted and decoded to
raw YUV and PCM samples as part of the decode pipeline.
A/V content encrypted using one of the existing container
formats (IP/TS/PES) can be decrypted then re-encrypted
using the encrypted ES format. ES encrypted A/V content can
be decrypted then re-encrypted to one of the existing con-
tainer formats (IP/TS/PES). ES Encrypted A/V content can be
stored on a Hard Disk to facilitate a PVR application because
header and framing information can be accessed without
having to decrypt the content. Multiple Encrypted A/V ES
can be spliced seamlessly by a slicing application because
timing and framing information can be accessed without hav-
ing to decrypt the content. ES Encrypted A/V content can be
stored in memory and a trick mode application is facilitated
because header and framing information can be accessed
without having to decrypt the content. ES Encrypted A/V
content can be stored in memory or on disk and a streaming
application is facilitated because header, framing and timing
information can be accessed without having to decrypt the
content. Also the device being streamed to has lower memory
and processing requirements and results in a more secure end
to end delivery of content. ES Encrypted A/V content is
compatible with existing CA and DRM systems in that the
CA and DRM Key exchange and Rights management mecha-
nism(s) may remain unchanged with the key typically used to
decrypt the A/V content in (IP/TS/PES) container form used
to encrypt/decrypt the A/V content at the ES level.
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The encrypted elementary bit streams described herein can
be used in conjunction with one or more networks or other
connections such as the Internet, another wide area network,
broadband wireless or terrestrial networks such as satellite,
cable, cellular, or telephone company networks, or other pub-
lic or private networks. Any of the video processing devices
described herein can be employed at any point in a content
generation and deliver system from a content source, to one or
more content delivery servers or headends, cloud devices,
edge devices or other network devices, home gateways, set
top boxes, and client devices, either fixed or mobile. More
particularly, the client devices can be set top boxes, televi-
sions, personal computers, smart phones, internet tablets or
other client devices that receive content originating from a
content source.

One aspect of the security improvement associated with ES
encryption is that low level operations may be performed
atomically in a single device. In this fashion, a decoder can
perform an atomic Read/Decrypt/Decode/Write to Memory
operation, an encoder can perform an atomic Read/Encode/
Encrypt/Write to Memory operation, a transcoder can per-
form a Read from Memory/Decrypt/Transcode/Encrypt/
Write to Memory operation, etc. This addresses a
fundamental security weakness in modern security devices
which decode, encode or transcode encrypted A/V content.
There are several implementations for ES encryption atom-
icity. One implementation employs a hardware engine that
securely encrypts an elementary bit stream that is written to a
shared memory. The ES data is read from the processor’s
cache memory and encrypted. Similarly, a hardware engine
can be implemented to securely decrypt an elementary bit
stream that is read from shared memory, decrypted and writ-
ten into a processor’s cache memory. These approaches
would be appropriate for Audio ES decryption/encryption
since this is typically performed by and audio DSP. This
would block other processors within the system from having
access to the decrypted ES content. A more sophisticated
mechanism would involve adding H/W mechanisms which
read/writes encrypted ES content from/to a shared memory,
securely perform the decryption/encryption and passes the
clear ES content to/from the H/W Decoder/Encoder/
Transcoder via a shared internal buffer. This would also block
other processors within the system from having access to the
decrypted ES content.

Various embodiments described in conjunction with FIGS.
1-32 reduces memory utilization and bandwidth because the
content encryption/decryption is embedded within the
encode/decode codec there is no need for additional memory
buffers (i.e. reduces memory utilization) and there are fewer
read/write operation (i.e. reduced memory bandwidth). The
security risk is reduced because the clear compressed content
never resides in memory (i.e. the decryption/decode opera-
tions are handled atomically within the A/V Codec’s).
Latency can be reduced because the content is encrypted/
decrypted at the ES level embedded within the A/V encode/
decode codec’s there is no need for additional handling of the
content and thus there is far less latency and s/w overhead
involved. Hardware requirements can be reduced because the
content is encrypted/decrypted at the ES level and is embed-
ded within the A/V encode/decode codec’s there is less addi-
tional hardware required (i.e. there is no need for complete
separate encryption/decryption components). The ES
encrypted compressed content can be parsed and used
directly in a trick mode application because all the framing
information is available. The ES encrypted compressed con-
tent may be securely stored on Hard Disk and can be parsed
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and s/w can seek through files, the encrypted content may be
used directly in PVR applications because all the framing
information is available.

The ES encrypted compressed content can be sent to 3™/
party devices, and because the decryption occurs within the
codec, the clear compressed content is not exposed in
memory. The ES encrypted compressed content can be parsed
to determine appropriate splice points and so it is relatively
simple to splice ES encrypted streams without having to
decrypt them.

FIG. 35 presents a schematic block diagram representation
of'a video processing device in accordance with an embodi-
ment of the present invention. A video processing device is
presented for processing video data 498. Like selected
embodiments described in conjunction with FIGS. 1-34, this
video processing device protects the security of data via
encryption when it is stored on a memory device 506 during
processing. In particular, memory input/output (/O) includes
encryption and decryption as part of an atomic operation to
receive uncompressed video data 498 and to generate
encoded video data 514.

A key generator 520 generates or otherwise stores and
retrieves an encryption key 522 and a decryption key 524. An
interface device 500 receives the video data 498 in a media
format and automatically encrypts the video data 498 via
encryption module 502 into encrypted video data 504 based
on the encryption key 522 and stores the encrypted video data
504 in the memory device 506. A video encoder 510 auto-
matically decrypts the encrypted video data 504, via decryp-
tion module 512 based on the corresponding decryption key
524 when retrieving the video data from the memory device
506 in conjunction with an encoding of the video signal into
encoded video data 514.

The video data 498 can include digital audio data. In par-
ticular, the media format of the video data 498 can high-
definition multimedia interface (HDMI) formatted data,
International Telecommunications Union recommendation
BT.656 formatted data, inter-integrated circuit sound (I12S)
formatted data, and/or other digital A/V data formats.

In an embodiment of the present invention, memory device
506 may be a single memory device or a plurality of memory
devices. Such a memory device can include a hard disk drive
or other disk drive, read-only memory, random access
memory, volatile memory, non-volatile memory, static
memory, dynamic memory, flash memory, cache memory,
and/or any device that stores digital information. The key
generator 520 can be implemented as part of or separate from
the memory device 506.

The interface device 500 and video encoder 510 can be
implemented using a single processing device or a plurality of
processing devices. Such a processing device may be a micro-
processor, co-processors, a micro-controller, digital signal
processor, microcomputer, central processing unit, field pro-
grammable gate array, programmable logic device, state
machine, logic circuitry, analog circuitry, digital circuitry,
and/or any device that manipulates signals (analog and/or
digital) based on operational instructions that are stored in a
memory. Note that when the processing device implements
one or more of its functions via a state machine, analog
circuitry, digital circuitry, and/or logic circuitry, the memory
storing the corresponding operational instructions may be
embedded within, or external to, the circuitry comprising the
state machine, analog circuitry, digital circuitry, and/or logic
circuitry.

FIG. 36 presents a schematic block diagram representation
of'a video processing device in accordance with an embodi-
ment of the present invention. A video processing device is
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presented for processing video data 528. Like selected
embodiments described in conjunction with FIG. 35, this
video processing device protects the security of data via
encryption when it is stored on a memory device 536 during
processing. In particular, memory input/output (/O) includes
encryption and decryption as part of an atomic operation to
receive encoded video data 528 and to generate decoded and
formatted video data 544.

The video processing device includes a key generator 520
for generating an encryption key and a corresponding decryp-
tion key. A video decoder 530 decodes the video data, auto-
matically encrypts the decoded video data via encryption
module 532 into encrypted video data 534 based on the
encryption key 522 and stores the encrypted video data in the
memory device 536. An interface device 540 automatically
decrypts the encrypted video data 534 via decryption module
542, based on the corresponding decryption key 524 when
retrieving the encrypted video data 534 from the memory
device 536 in conjunction with formatting the video dataina
media format.

The formatted video data 544 can include digital audio
data. In particular, the media format of the formatted video
data 544 can high-definition multimedia interface (HDMI)
formatted data, International Telecommunications Union
recommendation BT.656 formatted data, inter-integrated cir-
cuit sound (I12S) formatted data, and/or other digital A/V data
formats.

In an embodiment of the present invention, memory device
536 may be a single memory device or a plurality of memory
devices. Such a memory device can include a hard disk drive
or other disk drive, read-only memory, random access
memory, volatile memory, non-volatile memory, static
memory, dynamic memory, flash memory, cache memory,
and/or any device that stores digital information. The key
generator 520 can be implemented as part of or separate from
the memory device 536.

The interface device 540 and video decoder 530 can be
implemented using a single processing device or a plurality of
processing devices. Such a processing device may be a micro-
processor, co-processors, a micro-controller, digital signal
processor, microcomputer, central processing unit, field pro-
grammable gate array, programmable logic device, state
machine, logic circuitry, analog circuitry, digital circuitry,
and/or any device that manipulates signals (analog and/or
digital) based on operational instructions that are stored in a
memory. Note that when the processing device implements
one or more of its functions via a state machine, analog
circuitry, digital circuitry, and/or logic circuitry, the memory
storing the corresponding operational instructions may be
embedded within, or external to, the circuitry comprising the
state machine, analog circuitry, digital circuitry, and/or logic
circuitry.

FIG. 37 presents a flowchart representation of a method in
accordance with an embodiment of the present invention. In
particular, a method is presented for use in conjunction with
one or more functions and features described in conjunction
with FIGS. 1-34. In step 600, an encryption key and a corre-
sponding decryption key are generated. In step 602, the video
data is received in a media format via an interface device. In
step 604, the video data are automatically encrypted into
encrypted video data based on the encryption key when the
unencrypted video data is received via the interface device,
and storing the encrypted video data in a memory device. In
step 606, the encrypted video data are automatically
decrypted based on the corresponding decryption key when
retrieving the video data from the memory device in conjunc-
tion with an encoding of the video signal by a video encoder.
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The video data can include digital audio data. In particular,
the media format of the video data can be high-definition
multimedia interface (HDMI) formatted data, International
Telecommunications Union recommendation BT.656 for-
matted data, inter-integrated circuit sound (12S) formatted
data, and/or other digital A/V data formats.

FIG. 38 presents a flowchart representation of a method in
accordance with an embodiment of the present invention. In
particular, a method is presented for use in conjunction with
one or more functions and features described in conjunction
with FIGS. 1-34. In step 610, an encryption key and a corre-
sponding decryption key are generated. In step 612, the video
data are decoded via a video decoder. In step 614, the decoded
video data are automatically encrypted into encrypted video
data based on the encryption key when the unencrypted video
data is decoded via the video decoder, and the encrypted
video data are stored in a memory device. In step 616, the
encrypted video data are automatically decrypted based on
the corresponding decryption key when retrieving the video
data from the memory device in conjunction with a format-
ting of the video signal in a media format via an interface
device.

The formatted video data can include digital audio data. In
particular, the media format of the formatted video data can
high-definition multimedia interface (HDMI) formatted data,
International Telecommunications Union recommendation
BT.656 formatted data, inter-integrated circuit sound (I12S)
formatted data, and/or other digital A/V data formats.

As may be used herein, the terms “substantially” and
“approximately” provides an industry-accepted tolerance for
its corresponding term and/or relativity between items. Such
an industry-accepted tolerance ranges from less than one
percent to fifty percent and corresponds to, but is not limited
to, component values, integrated circuit process variations,
temperature variations, rise and fall times, and/or thermal
noise. Such relativity between items ranges from a difference
of a few percent to magnitude differences. As may also be
used herein, the term(s) “operably coupled to”, “coupled to”,
and/or “coupling” includes direct coupling between items
and/or indirect coupling between items via an intervening
item (e.g., anitem includes, but is not limited to, a component,
an element, a circuit, and/or a module) where, for indirect
coupling, the intervening item does not modify the informa-
tion of a signal but may adjust its current level, voltage level,
and/or power level. As may further be used herein, inferred
coupling (i.e., where one element is coupled to another ele-
ment by inference) includes direct and indirect coupling
between two items in the same manner as “coupled to”. As
may even further be used herein, the term “operable to” or
“operably coupled to” indicates that an item includes one or
more of power connections, input(s), output(s), etc., to per-
form, when activated, one or more its corresponding func-
tions and may further include inferred coupling to one or
more other items. As may still further be used herein, the term
“associated with”, includes direct and/or indirect coupling of
separate items and/or one item being embedded within
another item. As may be used herein, the term “compares
favorably”, indicates that a comparison between two or more
items, signals, etc., provides a desired relationship. For
example, when the desired relationship is that signal 1 has a
greater magnitude than signal 2, a favorable comparison may
be achieved when the magnitude of signal 1 is greater than
that of signal 2 or when the magnitude of signal 2 is less than
that of signal 1.

As may also be used herein, the terms “processing mod-
ule”, “processing circuit”, and/or “processing unit” may be a
single processing device or a plurality of processing devices.
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Such a processing device may be a microprocessor, micro-
controller, digital signal processor, microcomputer, central
processing unit, field programmable gate array, program-
mable logic device, state machine, logic circuitry, analog
circuitry, digital circuitry, and/or any device that manipulates
signals (analog and/or digital) based on hard coding of the
circuitry and/or operational instructions. The processing
module, module, processing circuit, and/or processing unit
may be, or further include, memory and/or an integrated
memory element, which may be a single memory device, a
plurality of memory devices, and/or embedded circuitry of
another processing module, module, processing circuit, and/
or processing unit. Such a memory device may be a read-only
memory, random access memory, volatile memory, non-vola-
tile memory, static memory, dynamic memory, flash memory,
cache memory, and/or any device that stores digital informa-
tion. Note that if the processing module, module, processing
circuit, and/or processing unit includes more than one pro-
cessing device, the processing devices may be centrally
located (e.g., directly coupled together via a wired and/or
wireless bus structure) or may be distributedly located (e.g.,
cloud computing via indirect coupling via a local area net-
work and/or a wide area network). Further note that if the
processing module, module, processing circuit, and/or pro-
cessing unit implements one or more of its functions via a
state machine, analog circuitry, digital circuitry, and/or logic
circuitry, the memory and/or memory element storing the
corresponding operational instructions may be embedded
within, or external to, the circuitry comprising the state
machine, analog circuitry, digital circuitry, and/or logic cir-
cuitry. Still further note that, the memory element may store,
and the processing module, module, processing circuit, and/
or processing unit executes, hard coded and/or operational
instructions corresponding to at least some of the steps and/or
functions illustrated in one or more of the Figures. Such a
memory device or memory element can be included in an
article of manufacture.

The present invention has been described above with the
aid of method steps illustrating the performance of specified
functions and relationships thereof. The boundaries and
sequence of these functional building blocks and method
steps have been arbitrarily defined herein for convenience of
description. Alternate boundaries and sequences can be
defined so long as the specified functions and relationships
are appropriately performed. Any such alternate boundaries
or sequences are thus within the scope and spirit of the
claimed invention. Further, the boundaries of these functional
building blocks have been arbitrarily defined for convenience
of description. Alternate boundaries could be defined as long
as the certain significant functions are appropriately per-
formed. Similarly, flow diagram blocks may also have been
arbitrarily defined herein to illustrate certain significant func-
tionality. To the extent used, the flow diagram block bound-
aries and sequence could have been defined otherwise and
still perform the certain significant functionality. Such alter-
nate definitions of both functional building blocks and flow
diagram blocks and sequences are thus within the scope and
spirit of the claimed invention. One of average skill in the art
will also recognize that the functional building blocks, and
other illustrative blocks, modules and components herein,
can be implemented as illustrated or by discrete components,
application specific integrated circuits, processors executing
appropriate software and the like or any combination thereof.

The present invention may have also been described, at
least in part, in terms of one or more embodiments. An
embodiment of the present invention is used herein to illus-
trate the present invention, an aspect thereof, a feature
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thereof, a concept thereof, and/or an example therecof. A
physical embodiment of an apparatus, an article of manufac-
ture, a machine, and/or of a process that embodies the present
invention may include one or more of the aspects, features,
concepts, examples, etc. described with reference to one or
more of the embodiments discussed herein. Further, from
figure to figure, the embodiments may incorporate the same
or similarly named functions, steps, modules, etc. that may
use the same or different reference numbers and, as such, the
functions, steps, modules, etc. may be the same or similar
functions, steps, modules, etc. or different ones.

Unless specifically stated to the contra, signals to, from,
and/or between elements in a figure of any of the figures
presented herein may be analog or digital, continuous time or
discrete time, and single-ended or differential. For instance, if
a signal path is shown as a single-ended path, it also repre-
sents a differential signal path. Similarly, if a signal path is
shown as a differential path, it also represents a single-ended
signal path. While one or more particular architectures are
described herein, other architectures can likewise be imple-
mented that use one or more data buses not expressly shown,
direct connectivity between elements, and/or indirect cou-
pling between other elements as recognized by one of average
skill in the art.

The term “module” is used in the description of the various
embodiments of the present invention. A module includes a
processing module, a functional block, hardware, and/or soft-
ware stored on memory for performing one or more functions
as may be described herein. Note that, if the module is imple-
mented via hardware, the hardware may operate indepen-
dently and/or in conjunction software and/or firmware. As
used herein, a module may contain one or more sub-modules,
each of which may be one or more modules.

While particular combinations of various functions and
features of the present invention have been expressly
described herein, other combinations of these features and
functions are likewise possible. The present invention is not
limited by the particular examples disclosed herein and
expressly incorporates these other combinations.

What is claimed is:

1. A video processing device for encrypting a compressed
video signal that includes at least one elementary bit stream,
the video processing device comprising:

akey storage device for storing at least one encryption key;

and

an encryption processing device, coupled to the key stor-

age device, that retrieves the at least one encryption key
from the key storage device, and that directly encrypts
the at least one elementary bit stream into at least one
encrypted elementary bit stream, wherein the encryption
processing device includes an encryption module that
encrypts an individual block of the elementary bit stream
into an encrypted block based on the at least one encryp-
tion key, tests the encrypted block of the elementary bit
stream separately from adjacent blocks for an occur-
rence of either a full false start sequence or a portion of
a false start sequence adjacent to a block boundary, and
iteratively encrypts the individual block until the
encrypted block, considered separately from the adja-
cent blocks, does not contain either the full false start
sequence or the portion of the false start sequence adja-
cent to the block boundary.

2. The video processing device of claim 1 wherein the
encryption processing device directly encrypts the at least one
elementary stream without encrypting formatting data asso-
ciated with at least one container format associated with the
compressed video signal.
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3. The video processing device of claim 1 wherein the
encryption processing device directly encrypts the at least one
elementary stream without encrypting framing data associ-
ated with the compressed video signal.

4. The video processing device of claim 1 wherein the
encryption processing device includes:

an elementary stream parser that identifies a first start code
sequence and a second start code sequence in the at least
one elementary bit stream and further that identifies a
group of bits between the first start code sequence and
the second start code sequence, wherein the second start
code sequence is the next start code sequence after the
first start code sequence in a temporal ordering of the at
least one elementary bit stream;

a bit stream segmenter, coupled to the elementary stream
parser and the encryption module, that segments the
group of bits into the at least one block; and

a output formatter, coupled to the encryption module, that
generates the at least one encrypted elementary bit
stream from the encrypted block.

5. The video processing device of claim 4 wherein the
individual block includes a standard block of standard length
or a remainder block that is not equal to the standard length
and wherein the encryption module operates in a first encryp-
tion mode for the standard block and a second encryption
mode for the remainder block.

6. The video processing device of claim 1 wherein at least
one elementary bit stream includes an elementary audio bit
stream and an elementary video bit stream.

7. The video processing device of claim 1 further compris-
ing:

a first interface module, coupled to the encryption process-
ing device, that encapsulates the at least one encrypted
elementary bit stream in a container format.

8. The video processing device of claim 7 further compris-

ing:

a second interface module, coupled to the encryption pro-
cessing device, that receives the compressed video sig-
nal in an encrypted container format, that de-encapsu-
lates and decrypts the compressed video signal to
produce the at least one elementary bit stream.

9. The video processing device of claim 1 further compris-

ing:
a video encoder, coupled to the encryption processing
device, that receives a video signal in an uncompressed
format, that encodes the video signal to produce the
compressed video signal.
10. A method for encrypting a compressed video signal that
includes at least one elementary bit stream, the method com-
prising:
retrieving at least one encryption key from a key storage
device; and
directly encrypting the at least one elementary bit stream
into at least one encrypted elementary bit stream,
wherein the encrypting includes:
encrypting an individual block of the elementary bit
stream into an encrypted block based on the at least
one encryption key;

testing the encrypted block of the elementary bit stream
separately from adjacent blocks for either an occur-
rence of a full false start sequence or a portion of a
false start sequence adjacent to a block boundary; and

iteratively encrypting the at least one block until the
encrypted block, considered separately from the adja-
cent blocks, does not contain either the full false start
sequence or the portion of the false start sequence
adjacent to the block boundary.
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11. The method of claim 10 wherein directly encrypting the
at least one elementary stream operates without encrypting
formatting data associated with at least one container format
associated with the compressed video signal.

12. The method of claim 10 wherein directly encrypting the
at least one elementary stream operates without encrypting
framing data associated with the compressed video signal.

13. The method of claim 10 directly encrypting the elemen-
tary stream includes:

parsing the at least one elementary bit stream parser to

identify a first start code sequence and a second start
code sequence in the at least one elementary bit stream
and further to identify a group of bits between the first
start code sequence and the second start code sequence,
wherein the second start code sequence is the next start
code sequence after the first start code sequence in a
temporal ordering of the at least one elementary bit
stream;

segmenting the group of bits into the individual block; and

generating the at least one encrypted elementary bit stream

from the encrypted block.
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14. The method of claim 13 wherein the individual block
includes either a standard block of standard length or a
remainder block that is not equal to the standard length and
wherein encrypting the at least one block includes operating
in a first encryption mode for the standard block and a second
encryption mode for the remainder block.

15. The method of claim 10 wherein the at least one
elementary bit stream includes a plurality of elementary bit
streams containing a corresponding plurality of video pro-
grams, and the at least one encrypted elementary bit stream
includes a plurality of encrypted elementary bit streams con-
taining the corresponding plurality of video programs, the
method further comprising:

splicing the plurality of encrypted elementary bit streams
into a single combined encrypted elementary bit stream
containing combined video programs that is a concat-
enation of the corresponding plurality of video pro-
grams.



